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1. INTRODUCTION 
1.1 This page sets out the Specific Terms on which (together with 

the General Terms and Order Terms forming part of the 
Agreement between us) we, Fonezone Telecommunications 
Limited trading as Barclay Communications, a company 
incorporated in Northern Ireland under registered company 
number NI040916, whose registered office is at Grove 
House, 145 - 149 Donegall Pass, Belfast, County Antrim, BT7 1DT 
(“we” or “us”) design, develop, supply and license the 
Deliverables, and provide the associated Services, as may be 
more specifically set out within the relevant Order Terms, to you 
as our client (“you”).  

1.2 Unless otherwise defined herein, any terms used in these Specific 
Terms shall have the meaning attributed to them in the General 
Terms.  

1.3 These Specific Terms apply to the Agreement between you and 
us for the provision of the Deliverables and Services to you. 
Please note that by ordering any such Services or Deliverables 
from us, you agree to be bound by the terms of our Agreement. 
Where we provide any products or services to you other than the 
Deliverables or the Services, the provision of such products or 
services shall be governed by the relevant Additional Terms 
applying to such products or services.  

1.4 You should print a copy of these Specific Terms or save them to 
your computer for future reference.  

1.5 We may amend these Specific Terms from time to time as set out 
within the General Terms. Every time you sign new Order Terms 
for the provision of Deliverables please check these Specific 
Terms and the General Terms to ensure that you understand the 
terms which will apply to our Agreement at that time. These 
Specific Terms were most recently updated on 23rd April 2014. 

 
2. DEFINITIONS & INTERPRETATION   
2.1 The following terms shall have the following meanings in these 

Specific Terms: 
 “Agreement” means the agreement between us for the provision 

of the Deliverables and the Services;   
 “Appendix” means an appendix to these Specific Terms; 
 “Authorised Users” means those of your employees, agents and 

independent contractors who are authorised by you to use the 
Deliverables; 

 “Charges” means the total amount payable by you, by way of a 
licence fee, in return for the licencing of the Deliverables and 
provision of the Services, set out within the Order Terms 
(excluding any VAT or other applicable sales taxes to be included 
within the total price), which licence fee shall, unless otherwise 
specified therein, be payable per Authorised User in accordance 
with the Payment Terms. Where the context requires or permits 
the Charges shall also include any other amounts otherwise 
payable by you and provided for under the terms of Agreement;  

 “Clause” means a clause of these Specific Terms; 
 “Commencement Date” means the date of the Order Form; 
 “Deliverables” means the Software and the Documentation 

together; 
 “Devices” means the mobile devices owned or leased by you 

upon which or with which the Software may be used or installed, 
as specified in Appendix 2;  

 “Documentation” means the documentation (if any) supplied or 
made available to you by us, or by our third party 
suppliers/licensors, in connection with the Software;  

 “Extended Term” has the meaning given in Clause 15.2 below;  
 “General Terms” means our general terms and conditions for 

the supply of products and services, which shall apply to the 
Agreement between us in addition to these Specific Terms; 
“Implementation Services” means no more than a half day 
training session to be provided by us to you, such training to be 
provided remotely; 
“Initial Term” means the period set out within the Order Terms, 
taking effect from the Licence Date, which shall, in any event, be 
no less than 2 years;  

 “Licence Date” means the date on which we notify you, as part 
of the Implementation Services, that the Software has been 
installed and is operating in accordance with its functional 

specification, or, if earlier, the date on which the Authorised Users 
begin to use the Software for the Purpose;  

 “Order Form” means the order form provided by us in 
connection with the Deliverables and the Services; 

 “Order Terms” means, in respect of the provision of the 
Deliverables and the Services, the Proposal and the Order Form, 
and the General Terms shall be construed accordingly; 

 “Other Data” has the meaning given in Clause 9.1 below; 
 “Payment Terms” are as set out in Clause 12 below or 

otherwise outlined in the Order Terms or indicated by us to you;  
 “Proposal” means the proposal submitted to you by us in 

respect of the provision of the Deliverables and the Services; 
“Server” means a computer server administered by us or by a 
third party in connection with the subject matter of the 
Agreement; 
“Software” means the SOTI MobiControl mobile device 
management software to be licensed and supplied, and, as 
appropriate, hosted by us for your benefit under the terms of the 
Agreement;  
“Specific Terms” means, in respect of the provision of the 
Deliverables and Services outlined herein, the terms and 
conditions in this Schedule E, and the General Terms shall be 
construed accordingly; 
“Subscriptions” means the subscriptions purchased by you from 
time to time, the initial number of which shall be specified in the 
Order Terms, which shall entitle you to use or install the Software 
on the Devices in accordance with the Agreement;  
“Support” means a reasonable level of first line support for the 
Software to be provided remotely in accordance with our standard 
service level agreement for the provision of the support services. 
We shall have sole discretion for determining whether any 
support requested by you constitutes a reasonable level of 
support. Support will be made available to you, including any 
Authorised Users, during our normal business hours (9am to 
5.00pm on Business Days) either by telephone consultation (028 
9096 0366) or via email contact at 
mdmsupport@barclaycomms.com. The support also includes the 
release of any new Software upgrades, or Software versions (on a 
like for like basis), that may be developed and deployed by our 
third party suppliers and licensors during the Initial Term, but 
shall not include support to be provided by anyone other than us;  
 “Your Data” means all data, content and/or images that may be 
inputted by you, the Authorised Users, or by us (or our third party 
suppliers or licensors), acting on your behalf, for the purpose of 
or during the course of using the Deliverables or facilitating your 
use of the Deliverables; and 
“Your Representative” means the person duly authorised by 
you to act on your behalf for the purposes of the Agreement and 
identified to us by you under Clause 8.2. 
 

3. USER SUBSCRIPTIONS 
3.1 Subject to payment of the Charges and to the other terms of the 

Agreement, we shall use reasonable endeavours to procure for 
you, with effect from the Licence Date, a worldwide, non-
exclusive and non-transferable right to permit the Authorised 
Users (subject to the Licence Restrictions) to use the Deliverables 
and install or use the Software on the Devices during the Initial 
Term and any Extended Terms solely for the Purpose. 

3.2 In relation to the licence outlined in Clause 3.1, you undertake 
that: (a) you shall be responsible for compliance by Authorised 
Users with the terms of the Agreement; (b) you and each of the 
Authorised Users shall not use the Deliverables in any way which 
is restricted by the Licence Restrictions, and shall abide by and 
adhere to any conditions imposed thereby; (c) the number of 
Devices upon which or with which the Software has been used or 
installed shall not exceed the number of Subscriptions you have 
purchased from time to time; (d) you will not allow or suffer any 
Subscription to be used on more than one Device unless it has 
been reassigned in its entirety to another Device, in which case 
you shall no longer have any right to use the relevant 
Subscription with the alternative Device; (e) all passwords 
provided to you for use of the Software shall be kept confidential; 
(f)  you shall permit us to audit your use of the Software in order 
to establish, inter alia, that the number of Devices upon which or 
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with which the Software has been used or installed does not 
exceed the number of Subscriptions you may have purchased at 
any given time, and that the Deliverables are only being used by 
Authorised Users; (g) if any of the audits referred to in Clause 
2.2(f) reveal that you have underpaid Charges to us, then 
without prejudice to any other right to which we may be entitled, 
you shall pay to us an amount equal to such underpayment (as 
calculated by reference to the Charges payable for additional 
Subscriptions) within 5 Business Days of the date of the relevant 
audit; and (h) if any of the audits referred to in Clause 2.2(e) 
reveal that any password has been provided to any individual 
who is not an Authorised User, then without prejudice to our 
other rights, you shall promptly disable such passwords and we 
shall not issue any new passwords to any such individual.  

3.3 You shall not access, store, distribute or transmit any viruses, or 
any material during the course of your use of the Software, and 
Your Data shall not constitute or contain anything that (a) is 
unlawful, harmful, threatening, defamatory, obscene, infringing, 
harassing or racially or ethnically offensive; (b) facilitates illegal 
activity; (c) depicts sexually explicit images; (d) promotes 
unlawful violence; (e) is discriminatory based on race, gender, 
colour, religious belief, sexual orientation, disability, or any other 
illegal activity; or (f) causes damage or injury to any person or 
property. 

3.4 You shall not: (a) other than as permitted by law, attempt to 
copy, modify, duplicate, create derivative works from, frame, 
mirror, republish, download, display, transmit, or distribute all or 
any portion of the Deliverables (as applicable) in any form or 
media or by any means; nor attempt to reverse compile, 
disassemble, reverse engineer or otherwise reduce to human-
perceivable form all or any part of the Software; or (b) access all 
or any part of the Software in order to build a product or service 
which competes with the Software; or (c) use the Software to 
provide services to third parties; or (d) license, sell, rent, lease, 
transfer, assign, distribute, display, disclose, or otherwise 
commercially exploit, or otherwise make the Deliverables 
available to any third party except the Authorised Users without 
our prior written consent; or (e) attempt to obtain, or assist third 
parties in obtaining, access to the Deliverables, other than as 
permitted under this Clause 3; or (f) interfere with or disrupt the 
integrity or performance of the Software or the third party data 
contained therein; or (g) attempt to gain unauthorised access to 
the Software or its related systems or networks, or the Servers 
within which Your Data may be stored.   

3.5 You shall use all reasonable endeavours to prevent any 
unauthorised access to, or use of, the Deliverables and, in the 
event of any such unauthorised access or use, promptly notify us. 

3.6 The rights procured under this Clause 3 shall be granted to you 
only, and shall not be considered granted to any of your 
subsidiary or holding companies. 

 
4. ADDITIONAL SUBSCRIPTIONS 
4.1 Subject to Clause 4.2, you may, from time to time during the 

Initial Term, purchase additional Subscriptions, subject to 
payment of our then prevailing rates. 

4.2 You shall, within 30 days of the date of our invoice, pay to us the 
relevant fees for such additional Subscriptions. 
 

5. THE SOFTWARE AND THIRD PARTY TERMS – YOUR 
ATTENTION IS PARTICULARLY DRAWN TO THIS CLAUSE 

5.1 You acknowledge that the Software, and all or part of the 
Documentation, is/are proprietary to our relevant third party 
suppliers/licensors, and shall be supplied to you strictly on and 
subject to the standard licence terms provided by the relevant 
third parties. You agree to be bound by such licence terms, and 
acknowledge that any licence which may be procured for you 
pursuant to Clause 3.1 shall be granted on and subject to your 
observance of such licence terms. The relevant third party licence 
terms, as they may be altered or amended from time to time, 
have been set out in Appendix 1. In the event of any conflict 
between any provision of the Agreement and any provision of 
such licence terms, you acknowledge and agree that the relevant 
provision of such licence terms shall take precedence.   

5.2 You also acknowledge that the Software may be hosted by our 
third party suppliers or licensors, and that such services shall be 
provided on and subject to the terms imposed by such third party 
suppliers or licensors, a copy of which will be provided to you 
upon request. We shall use reasonable endeavours to inform you 
in advance of any planned service interruption where notified by 
our third party suppliers or licensors, but for the avoidance of 
doubt shall not be liable for any service issues.  

5.3 You acknowledge that our third party licensors may from time to 
time generally upgrade and improve the Software as they see fit, 
and you acknowledge that such upgrades and improvements may 
affect your use of the Deliverables. The Support provided by us 
does not include any upgrades, bespoke changes or amendments 
to the Software you may require or request from time to time, 
which may be provided by us, or sub-contracted to our third 
party suppliers/licensors on request in return for payment of the 
prevailing rates. 

 
6. SERVICES 
6.1 We will, as part of the Services and in return for payment of the 

Charges, provide you with the Implementation Services following 
the Licence Date. For the avoidance of doubt, the 
Implementation Services shall not include assistance with the 
installation of the Software upon the Devices, which may be 
provided by us upon request in return for payment of our then 
prevailing rates.  

6.2 We will also provide the Support to you in accordance with our 
support services policy in effect at the time that the Services are 
provided. The Support also does not include the provision of any 
on-site support you may require or request from time to time, 
which, where agreed by us, shall be also chargeable at our then 
prevailing rates.  

6.3 All Services shall be provided to you on and subject to the terms 
of the Agreement, and the charges for the Services are included 
within the Charges to be paid by you. 

 
7. OUR OBLIGATIONS 
7.1 We undertake that the Implementation Services and the Support 

will be performed with reasonable skill and care. If the 
Implementation Services and Support do not conform with the 
foregoing undertaking, we will, at our expense, use all reasonable 
commercial endeavours to correct any such non-conformance 
promptly, or provide you with an alternative means of 
accomplishing the desired performance. Such correction or 
substitution constitutes your sole and exclusive remedy for any 
breach of the undertaking set out in this Clause 7.1. We do not 
guarantee that the Support will be successful in resolving any 
default or technical issues related to the Software.  

7.2 You accept responsibility for the selection of the Deliverables and 
the Services to achieve your intended results and acknowledge 
that we have not assessed the suitability of the Deliverables or 
the Services for your requirements, and cannot guarantee that 
the Services or the Deliverables will be suitable for those 
requirements or that any use or supply of same will be 
uninterrupted or error free.  

7.3 The Agreement shall not prevent us from entering into similar 
agreements with third parties, or from independently developing, 
using, selling or licensing documentation, products and/or 
software which is/are similar to the Deliverables. 
 

8. YOUR OBLIGATIONS 
8.1 You shall: (a) at your cost, provide us and our third party 

suppliers/licensors with all necessary co-operation in relation to 
the Agreement, and all necessary data and access to such 
information as may be required by us, our employees, agents or 
our third party suppliers, licensors or sub-contractors, in order to 
provide the Deliverables and the Services, including but not 
limited to approvals, security access information and configuration 
services; (b) comply with all applicable laws and regulations with 
respect to your activities under the Agreement; (c) carry out all 
your other responsibilities set out in the Agreement in a timely 
and efficient manner. In the event of any delays, we may adjust 
any agreed timetable or delivery schedule as reasonably 
necessary; (d) ensure that you and the Authorised Users use the 



BARCLAY COMMUNICATIONS   
SCHEDULE E: SPECIFIC TERMS – LICENSING OF MDM SOFTWARE 

Last Updated 27/05/2014 

 

4BAR7306-TDMS101-3-677606-4.0                                 © Fonezone Telecommunications Limited, 2014  3 

Deliverables in accordance with the terms and conditions of the 
Agreement and the relevant third party licence terms and 
conditions, and shall be responsible for any Authorised User’s 
breach of the Agreement; (e) obtain and maintain all necessary 
licences, consents, and permissions necessary for us, our 
employees, agents or sub-contractors to perform our obligations 
under the Agreement, including without limitation providing the 
Services; (f) ensure that your network and systems comply with 
the relevant specifications provided by us from time to time, 
including with respect to the Devices; (g) be solely responsible for 
procuring and maintaining your network connections and 
telecommunications links; (h) be solely responsible at your own 
cost for generating Your Data, and any other information or 
content required to utilise the Software. In the event that you 
require any assistance from us in this regard, we may provide 
such assistance as we deem appropriate at our then prevailing 
rates.  

8.2 No later than five Business Days after the Commencement Date, 
you shall notify to us the name of the person appointed as Your 
Representative for the purposes of the Agreement. Your 
Representative shall have the authority to bind you in all matters 
relating to the Agreement.  

8.3 If our performance of any of our obligations under the Agreement 
is prevented or delayed by any of your, or your agents’, sub-
contractors’, consultants’ or employees’, acts or omissions, we 
shall not be liable for any costs, charges or losses sustained or 
incurred by you that arise directly or indirectly from such 
prevention or delay.  

8.4 You warrant that you shall, immediately upon our request, cease 
any use of the Deliverables that we or our third party licensors 
inform you infringes the terms of the Agreement. We reserve the 
right to suspend your licence to the Software, without terminating 
the Agreement, where we reasonably suspect you to be in default 
or in breach of any of your obligations under the Agreement. 

8.5 You shall be liable to pay us, on demand, all reasonable costs, 
charges or losses sustained or incurred by us (including without 
limitation any direct, indirect or consequential losses) that arise 
directly or indirectly from your fraud, negligence, failure to 
perform or delay in the performance of any of your obligations 
under the Agreement, subject to our confirming such costs, 
charges and losses to you in writing.  

8.6 We do not accept any responsibility for protection of the Software 
against security breaches, any loss of data resulting from delays, 
non-deliveries, mis-deliveries or service interruptions caused by 
any third parties, or by your errors or omissions. Use of any 
information provided by us to you is at your risk and we cannot 
be held liable for the accuracy or quality of information obtained.         
 

9. YOUR DATA  
9.1 You acknowledge that any of Your Data, or any other data 

supplied by you in connection with the subject matter of the 
Agreement (“Other Data”) shall be your sole responsibility and 
that neither we, nor our third party suppliers or licensors, shall be 
under any obligation to hold or retain any of Your Data that may 
at any time be inputted into or used in conjunction with the 
Software, or any Other Data supplied by you.  

9.2 Where we do hold any of Your Data, or any Other Data, we shall 
maintain appropriate administrative, physical and technical 
safeguards for protection of the security, confidentiality and 
integrity of such data. We shall not modify Your Data, disclose it 
or access it except: (a) as required by law; (b) as expressly 
permitted by you; (c) to provide the Services; (d) to address 
technical problems or issues with the Services; or (e) at your 
request when providing the Services.  
 

10. INTELLECTUAL PROPERTY RIGHTS & INDEMNITY 
10.1 You acknowledge and agree that any and all IP Rights which 

subsist in or arise in connection with the Deliverables, with the 
exception of Your Data, belong to us and/or our third party 
suppliers/licensors and that you shall have no right in or to the 
Deliverables save the right to use them as permitted by the 
Agreement. 

10.2 You shall own all rights, title and interest in and to all of Your 
Data and shall have sole responsibility for the legality, reliability, 

integrity, accuracy and quality of Your Data and the Materials and 
the means by which you acquired same.  

10.3  You shall use reasonable endeavours to prevent any infringement 
of the IP Rights in the Deliverables and shall promptly report to us 
any such infringement that comes to your attention.  

10.4 If we believe that the Deliverables infringe or may infringe the IP 
Rights of any third party, we may choose to either modify the 
Software or obtain a licence to allow for continued use, or if these 
alternatives are not commercially reasonable, we may terminate 
the Agreement and refund any applicable Charges (or part 
thereof) you have paid for the Deliverables (less an amount in 
consideration of your use prior to such termination). For the 
avoidance of doubt, this indemnity shall not apply where the 
claim in question is attributable to the possession, use, 
development, modification or maintenance of the Deliverables (or 
any part thereof) by you, use of a non-current release of the 
Software, or otherwise attributable to your breach of any 
provision of the Agreement or of the relevant third party licence 
terms. This Clause 10.4 provides you with your sole and exclusive 
remedy for any infringement claims or damages.  

10.5 You shall defend, indemnify and hold us harmless against all or 
any claims, actions, proceedings, losses, damages, expenses and 
costs (including without limitation court costs and reasonable 
legal fees) arising out of or in connection with your and/or the 
Authorised Users’ use of the Deliverables including for any 
liability, damages, costs or claims incurred by us due to (a) your 
use of the Deliverables for any purpose outside of the Purpose, 
(b) otherwise arising in respect of Your Data. 

 
11. CHANGE CONTROL 
11.1 Either party may submit written requests for changes to the 

Agreement (or any part thereof) to the other party during the 
term of the Agreement. We shall advise you of the likely impact of 
any such change, including, but not limited to, any effect on the 
Charges.  

11.2 The parties shall in good faith discuss changes proposed in 
accordance with Clause 11.1 as soon as reasonably practicable. 
Until such time as a change control document is agreed (such 
agreement not to be unreasonably withheld or delayed by either 
party) and signed by both parties, covering such change, 
including any change to the Charges, both parties shall continue 
to perform their respective obligations under the Agreement as if 
such change had not been requested.  

 
12. CHARGES  
12.1 In return for the provision of the Services and licensing of the 

Deliverables you agree to pay the Charges to us in accordance 
with the payment terms set out within this Clause 12.  

12.2 The Charges shall be due and payable on the date(s) specified by 
us to you. 

12.3 If we have not received payment within 30 calendar days after 
the due date, and without prejudice to any of our other rights 
and remedies, we may, without liability to you, disable your and 
Authorised Users’ passwords, accounts and access to all or part 
of the Software and we shall be under no obligation to provide 
any or all of the Services while the invoice(s) concerned remain 
unpaid.  

12.4 If, at any time whilst using the Software, you exceed the Licence 
Restrictions, we shall charge you, and you shall pay, our then 
prevailing rates for such excessive use, without prejudice to any 
other rights to which we may be entitled. 

12.5 Without prejudice to our general right to increase the Charges as 
outlined within the General Terms, we reserve the right to review 
and increase the Charges, for any reason no more than once 
during each Extended Term, upon giving you 1 month’s prior 
written notice, provided that such Charges shall be fixed for the 
Initial Term and that any increase shall not exceed 5%.  

 
13. LIMITATION OF LIABILITY 
13.1 Except as expressly and specifically provided in the Agreement all 

Services and the Deliverables provided by us under the 
Agreement are provided to you on an "as is" basis and you 
assume sole responsibility for results obtained from use of the 
Deliverables by you and Authorised Users, and for any 
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conclusions drawn from such use, and expressly agree and 
acknowledge that we in no way warrant or guarantee the 
accuracy or authenticity of any such results, or of the 
performance of the Software to achieve such results. We shall 
have no liability for any damage caused by errors or omissions in 
any information, instructions or data provided to us by you in 
connection with the Services or the Deliverables, or any actions 
taken by us at your direction.     

 
14. EXPORT 
 You shall be responsible for obtaining any necessary import or 

export licenses or permits necessary for the use of the Software 
in any territory where the Software is used and you shall be solely 
responsible for any and all custom duties, clearance charges, 
taxes, brokers’ fees and other amounts payable in connection 
with the importation, delivery and use of the Software.  

   
15. TERM AND TERMINATION 
15.1 The Agreement between you and us shall come into effect on 

and, subject to the remainder of the Agreement, shall continue in 
force, or the earlier termination of the Agreement in accordance 
with its provisions.   

15.2 The Agreement between you and us in respect of the provision of 
the Services and the Deliverables shall come into effect on the 
Commencement Date and, subject to the other provisions of the 
Agreement, shall continue in force for the Initial Term, and shall, 
unless either party serves 3 months’ prior written notice upon the 
other that they do not wish the Agreement to be renewed (such 
notice to expire no sooner than the end of the Initial Term) be 
automatically renewed annually thereafter for successive terms of 
1 year each (each an “Extended Term”), unless and until 

terminated by either party giving to the other no less than 3 
months’ prior written notice (such notice to expire no sooner than 
the end of any relevant Extended Term) or otherwise until the 
termination of the Agreement in accordance with any of its 
provisions.   
 

16. EFFECTS OF TERMINATION 
16.1 Termination of the Agreement shall be without prejudice to any 

rights or liabilities accrued at the date of termination. 
16.2 Upon termination of the Agreement for any reason, you shall, at 

our request, promptly return to us or otherwise dispose of the 
Deliverables or any other materials sent to you (other than 
correspondence which has passed between the parties) and any 
Confidential Information which you may have in your possession 
or under your control, and pay to us all outstanding Charges and 
other payments, including interest, due under the terms of the 
Agreement. 

16.3 All rights and licences granted to you under the Agreement shall 
terminate on the termination date.    
 

17. GENERAL 
17.1 Conflict: In the event of any conflict or inconsistency between the 

constituent parts of the Agreement, they shall prevail in the 
following order: (a) the Order Terms, (b) these Specific Terms, 
and (c) the General Terms. 

17.2 Survival: Without prejudice to the generality of clause 14.8 of the 
General Terms, the terms of Clauses 1, 2, 5, 8.5, 10.1, 10.2, 10.3, 
10.5, 13, 16 and 17 shall survive expiry, variation or termination 
of the Agreement.  
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 APPENDIX 1 – THIRD PARTY LICENCE TERMS 

 
SOTI END USER SOFTWARE LICENCE AGREEMENT: 

https://s001140.mobicontrolcloud.com/MobiControl/license.html 

 
APPENDIX 2 – MINIMUM REQUIREMENTS FOR INSTALLATION AND OPERATION OF THE SOFTWARE 

Following components will help you to setup MobiControl installation ready environment. Please click here for the full system 

requirements http://www.soti.net/mc/help/v11/en/default.htm#Setup/System-Requirements.htm 

  

Component Requirement 

Operating System 

 Windows 7, Windows 8, Windows Server 2008 with latest service packs installed, Windows Server 2012 

 .NET 4 framework installed with all critical updates 

Active Directory 

(optional) 

 LDAPS DNS name 

 *Note: LDAPS DNS name only required if web console is configured to use directory service integrated security. 

MSXML 6.0 Required on the Deployment Server to activate MobiControl 

Network 
 DNS (assessable externally) required for iOS and Android devices 

 *Note: External DNS name required if iOS and Android devices are connecting outside the corporate network. 

Firewall (ports) 

 Inbound to the Deployment Server – 5494 

 Inbound to Deployment Server from the Management Service– 5495 

 *Note: This port is required if the Management Service and Deployment Service are on separate computers. 

 Inbound to the deployment server and Web Console – 443* 

 Inbound to the Web Console – 443 

 Outbound to Apple Push Notification Service (APNS) – 2195, 5223 

 *Note: If the deployment server and Web Console are not installed on the same box, a separate DNS will be required 

for each with 443 forwarded respectively. 

Certificates 

 APNS Certificate (Apple Push Notification Server Certificate) with Password and APNS Topic String (for iOS MDM only) 

 *Note: You can get APNS certificate once MobiControl Setup is finished. For APNS instructions please refer to: 

 See "Installing the APNS Certificate" 

   

Accounts An account with administrative and interactive log in rights to the local host from which installation will be executed is required 

 

https://s001140.mobicontrolcloud.com/MobiControl/license.html
http://www.soti.net/mc/help/v11/en/default.htm#Setup/System-Requirements.htm
http://www.soti.net/mc/help/v11/en/Content/Setup/APNS/APNSInstall.htm

















